
Compliance Management by Design
Blueprint for an Effective, Efficient & Agile Compliance Management Program

Michael Rasmussen, J.D., GRCP, CCEP
The GRC Pundit @ GRC 20/20 Research, LLC
OCEG Fellow @ www.OCEG.org



2© 2016, all rights reserved, www.GRC2020.com

Titelmasterformat durch Klicken bearbeiten

1) Compliance Management by Design
Why Compliance Management Matters

2) Compliance Governance
Blueprint for Effective Compliance Management

3) Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change

4) Compliance Management Architecture
Enabling Information & Technology Management for Compliance 
Management

Our Agenda . . .



3© 2016, all rights reserved, www.GRC2020.com

Titelmasterformat durch Klicken bearbeiten

1) Compliance Management by Design
Why Compliance Management Matters

2) Compliance Governance
Blueprint for Effective Compliance Management

3) Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change

4) Compliance Management Architecture
Enabling Information & Technology Management for Compliance 
Management

Our Agenda . . .



4© 2016, all rights reserved, www.GRC2020.com

Titelmasterformat durch Klicken bearbeiten

Learning Objectives . . . 
q Compliance in Disarray: how organizations mismanage compliance

q Compliance Exposure: how mismanaged compliance expose the 
organization to risk

q Current drivers & trends pressuring organizations in compliance management

q Different ways organizations approach compliance management
q What Effective Compliance Management Achieves: Compliance role in 

governance, risk management, and compliance
q Workshop Project & Discussion

PART 1
Compliance Management by Design
Why Compliance Management Matters
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Navigating Chaos
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The more we study the major problems of our time, the more we 
come to realise that they cannot be understood in isolation. They 
are systemic problems, which means that they are interconnected 
and interdependent.

- Physicist Fritjof Capra
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Realize that everything connects to everything else.
Leonardo da Vinci
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The Chaos of Compliance Interconnectedness

Realize that everything connects to everything else.
Leonardo da Vinci
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Are you truly aware of your risks?

“Never in all history have we 
harnessed such formidable 
technology. Every scientific 
advancement known to 
man has been incorporated 
into its design. The 
operational controls are 
sound and foolproof!” 

E.J. Smith, 
Captain of the Titanic
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Change is the Greatest Challenge Impacting Compliance

contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Anti-Corruption Illustrated Series
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External Risk Change
Monitor change in the external risk environment to 
determine how uncertainty in economic, geo-political, 
environmental, industry, societal, and market forces 
a!ect current and needed policies.
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contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Anti-Corruption Illustrated Series

$

Internal Risk/Business Change
Monitor changes to the internal environment to identify how changes to 
strategy, mergers & acquisitions, processes, technology, business relation-
ships, and employees a!ect current and needed policies.
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Regulatory/Legal Change
Monitor change in the legal and regulatory environment to 
determine how pending legislation, court decisions, 
new/changing regulations, and enforcement actions a!ect 
current and needed policies.

COURT RULINGS

ENFORCEMENT

LEGISLATION

REGULATIONS

MONITOR
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Regulatory Activity in Financial Services 2008 to 2018

Source: Thomson Reuters Regulatory Intelligence – Cost of Compliance 2019: 10 years of regulatory change
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Pressures

Frequency 
of change

Global 
context

Expansion 
into new 
markets

Evolving 
risks

Hoards of 
regulatory 
information

Defensible 
compliance

Regulatory Change Pressures on Organizations
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Inevitability of Failure: Too Many Documents & Manual Approaches 
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Battling the Hydra of Ineffective Compliance Management
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Policy 
Management 
Challenges

Regulatory 
Change

Risk Change

Business 
Change

Rogue 
Policies

Out of Date 
Policies

Different 
Templates

Lack of 
Ownership

Poorly 
Written

Lack of 
Defensibility

Drivers in Policy Management
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Compliance Management is Often a Distributed & Disconnected Function

3rd Party
Management

Corporate
Social 
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Operational 
Risk 
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Compliance
Management
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Compliance
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Safety HR
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Environmental
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… Confusing Compliance Management User Experience
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Having a Well Written Document is Not Enough
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. . . And We Hope Nothing Fails
Ø Inability to gain clear view of information 

interdependencies;

Ø High cost of consolidating information;

Ø Difficulty maintaining accurate information;

Ø Failure to trend across assessment periods;

Ø Redundant approaches limit correlation, 
comparison and integration of information; 
and

Ø Lack of agility to respond timely to changing 
risks, regulations, laws, and situations.
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Compliance: Prescriptive Checklists vs Principles & Outcome Focused
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Most Significant Change Happening is in How Companies are Prosecuted

Cooperation
&

Disclosure

Effective
Compliance

Program
Leniency+ =



22© 2016, all rights reserved, www.GRC2020.com

Case Study in Effective Compliance Management
In a report in November 2012, 
the DOJ and SEC stated they:

“have often encountered 
companies with 
compliance programs 
that are strong on paper 
but that nevertheless 
have significant . . . 
violations because 
management has failed 
to effectively implement 
the program even in the 
face of obvious signs of 
corruption.”  

POINT: Regulators are tired of 
paper-based compliance 
programs that look good on 
paper but fail in operations and 
employee engagement.
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But We Keep Missing the Target
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Compliance in Transition: From Old Ways to New Ways
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Past: Focused on Prescriptive Compliance Checklists
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Future: Focused on Ethics & Integrity
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One [REGULATION] to rule them all, One [REGULATION] to find them [RISK, 
COMPLIANCE, CONTROL], One [REGULATION] to bring them all, and in the 

[ENFORCEMENT] bind them.

UK Senior Managers Regime/Certification Regime
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UK SMR Having a Global Impact

Ireland

Australia

Singapore

Hong Kong

JapanSpain

United Kingdom

Malaysia
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Dr
ive

rs
Drivers & Trends: Compliance Management

Growth in regulations & regulatory change. 
Regulatory change in financial services has 
quadrupled from 8,704 changes in 2008 to 
57,364 changes in 2018.

1
Regulatory 
Change

Increased enforcement actions and focus on 
compliance topics such as anti-bribery & 
corruption, privacy, sales practices, market 
conduct, information security, etc.

2
Enforcement 
Actions 

Regulators and law enforcement are 
increasingly focused on evidentiary trail of 
compliance – have stated “we are tired of 
paper-based compliance programs.”

3
Evidence of 
Compliance

Frustration with manual and document centric 
approaches for compliance obligation 
management that are not sustainable  and 
result in hundreds of documents, 
spreadsheets, and emails.

4
Scattered 
Approaches

Maturity of compliance and ethics program 
growing, particularly as they move outside of 
legal and are establishing more defined 
processes and architecture for compliance..

5
Compliance 
Independence

Tr
en

ds Compliance roles are looking to integrate 
content feeds on regulatory changes from 
content aggregators and other sources and 
have these automatically tagged and assigned 
to subject matter experts for review. 

1
Regulatory 
Intelligence

Growing pressure from regulators is 
demanding that regular risk assessments for 
non-compliant behavior be done and 
compliance roles are quickly learning how to 
define and monitor compliance risk.

2
Compliance Risk 
Management

Distributed compliance functions in different 
departments are collaborating on how to 
work together and share information.

3
Federated 
Compliance

To facilitate federated compliance, 
organizations are looking for broader 
compliance platforms that multiple 
compliance functions can use to manage 
and document compliance. 

4
Compliance 
Platform/
Architecture

Responding to demands to document 
compliance, compliance departments need 
solutions that have strong audit trails and 
documentation of the state of compliance at 
any given point of time in the past.

5
Compliance 
Time Machine
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The Organization Has to be Able to See . . .  
q The Tree. The individual area of Compliance
q The Forest. The interconnectedness of Compliance
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Collaboration on Compliance Strategy, Process & Technology
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What it is all about . . .
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Defense in Depth: Compliance in Managing Risk Exposure
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Getting direction through the compliance wilderness . . .
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Integrity: the Core of What Compliance is About
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GRC is the integrated collection of 
capabilities that enable an organization to:

G) reliably achieve objectives 
R) while addressing uncertainty and 
C) act with integrity.

SOURCE: OCEG GRC Capability Model

Compliance management is essential to GRC . . .



38© 2016, all rights reserved, www.GRC2020.com

Risk Management
Risk management seeks to manage 
and understand uncertainty by 
assessing and monitoring risk within 
context to take action on risk through 
acceptance, avoidance, mitigation, or 
transfer.

Governance
Governance sets direction and strategy 
for the organization to reliably achieve 
objectives. Governance sets the 
context for risk management, without 
context risk management fails. 

Compliance
Compliance aims to see that the 
organization acts with integrity in 
fulfilling its regulatory, contractual, and 
self-imposed obligations and values. 
Compliance follows through on risk 
treatment plans to assure that risk is 
being managed within limits and 
controls are in place and functioning.

Governance, Risk Management & Compliance in Context
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Policy Management in Context of GRC

COMPLIANCE

RISK MANAGEMENT

GOVERNANCE

POLICIES

Policies define the organization’s governance structure, 
culture, and behavior to reliably achieve objectives. Without 
good policy as a guide, corporate culture and control 
morphs, changes and takes unintended paths.

Policies address uncertainty, there would not be a 
policy if there was not a risk of exposure to 
uncertainty. Policy are risk documents that establish 
risk responsibility, communication, appetites, 
tolerance, boundaries, controls, and risk ownership. 

Policies that are understood and followed develop a 
culture of compliance and integrity. Policy establishes 
how an organization meets its obligations and 
commitments and how it will stay within legal, 
regulatory, and contractual boundaries. 
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Compliance Defines the Foundation of Corporate Culture
A strong culture serves as a safety net to guide people in making good  
decisions when systems fail — or when they don’t exist. The four key  
dimensions (ethics, risk, governance and workforce) are interrelated. 

CEO

RISK CULTURE
ETHICS CULTURE

WORKFORCE CULTURE
GOVERNANCE CULTURE

CULTURE

Do you feel 
pressured to 
compromise
our values? 

Does management 
and the organization 
as a whole behave 
with integrity?

Here is the plan...

But it is not 
in-sync with our 
risk appetite.

This deal is really 
important for 
this quarter.

I know where 
I fit and how 
to succeed! 

I need to challenge 
you on that... 

©2007 XPLANE.com

® and OCEG ®

As a company, we may document 
internal governance requirements 
and practices for a number of 
reasons, including to: 

§ Meet legal, statutory, regulatory 
or contractual requirements; 

§ Clearly state expectations for 
employees’ actions; 

§ Promote consistency across 
departments, business units or 
markets; 

§ Promote assurance of results 
based on individual actions; or 

§ Clarify accountability for 
employee-based processes.
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Workshop Activity
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Learning Objectives . . . 
q Compliance Governance Committee: bringing together the range of 

compliance management roles and responsibilities in the organization
q Compliance Management Charter: defining a structure to govern 

compliance across the organization
q How to Develop a Compliance Management Strategic Plan
q Workshop Project & Discussion

PART 2
Compliance Governance
Blueprint for Effective Compliance Management
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Is the compliance program working 
in practice?

Is the compliance program 
implemented effectively?

Is the compliance program well 
designed?

The focus is on:
qHow an organization 

approaches compliance 
risk assessments

qPolicies and procedures
qTraining and 

communication
q Investigative procedures
qManagement of third 

parties

Three Principle Questions (Department of Justice Guidance)
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Varying Levels of Compliance Management

Top-down federated 
compliance management 
strategy across the entire 
organization.

Enterprise 

Division or business unit 
compliance management 
strategy

Compliance management being 
done at a department, function, 
or process level

Department
Function
Process

Compliance managed in 
context of a specific focus, 
regulation, or issues

Risk
Regulation

Issue

Division 
Business Unit 
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What is Your Approach to Compliance Management?

§ An integrated approach that balances compliance 
management centralization with distributed 
participation and collaboration

Federated Compliance Management

§ Disconnected departments managing compliance in 
different ways with little or no collaboration with other 
departments

Distributed Compliance Management
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Compliance by Design: Federated Compliance Architecture
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Federated Compliance Management

contact Carole S. Switzer, cswitzer@oceg.org for comments, reprints or licensing requests
©2013 OCEG  visit www.oceg.org for other installments in the GRC Illustrated Series

SHARED
SERVICES

FEDERATED COMPLIANCE MANAGEMENT
Federated GRC enables the entity to effectively and efficiently identify and manage all 
of its mandatory requirements and voluntary obligations through a common framework 
and integrated approach that aligns with business performance and risk management. 
A federated model strives to harmonize and rationalize requirements at the global, 
local and business unit level. 
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Compliance Management: a Top Down Approach 

Compliance Management Strategy

Compliance Management Technology

Compliance Management Information

Compliance Management Process
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Critical Roles in Federated Compliance

Enterprise 
Compliance

Strategy

§ Enterprise Risk 
§ Operational Risk
§ Department/Process Risk
§ Project Risk

Risk Management
§ Internal Control Over Financial 

Reporting
§ IT Controls
§ Operational Controls

Internal Control
§ Ethics
§ Compliance Professionals
§ Fraud Examiners
§ Policy Manager

Corporate Compliance & Ethics

§ Information Security
§ Information Risk & Compliance
§ IT Governance

IT Risk & Security
§ Financial Auditor
§ IT Auditor
§ Operational Auditor
§ 3rd Party Auditor

Internal Audit

§ CFO
§ Controller
§ Accounting Professionals

Finance
§ General Counsel
§ Investigations
§ Regulatory Insight

Legal
§ Procurement
§ Environmental, Health & Safety
§ Line of Business
§ Quality

Other GRC Roles

Board of Directors & Executive Management Oversight
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Design a Suitable & Scalable System

contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Anti-Corruption Illustrated Series

A SUITABLE AND SCALABLE SYSTEM
The key roles in the policy management program will be designed 
di!erently in each organization depending on size, nature of busi-
ness and scope of policies. Some may combine author and owner 
roles; others may use a team to draft key policies; a few might have a 
team of assistant policy program managers and one or more policy 
review and approval committees.

PROGRAM OWNERS

COMPLIANCE
AND LEGAL

AND
OTHERS

FINANCE
BUSINESS

OPERATIONS

AUDIT RISK

ESTABLISH PROGRAM
OWNERSHIP AND OVERSIGHT

©2012 OCEG, Permission by OCEG is required for reproduction and/or use of material
 www.OCEG.org -- Derived from the OCEG GRC Illustrated Series
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Compliance Management Charter

Mission Statement

Roles Groups Involved Compliance Management Lifecycle & Responsibilities Resources

Accountability

STATEMENT REPORTING

PERSONAS
PROJECTS

PORTAL

GRC

ANALYTICS

FORMS
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Understanding Compliance Strategy Drivers 
Drivers

• What are the strategic business and regulatory drivers for compliance in the organization?
• What are the top risks and emerging regulations facing the organization?
• What regulations could derail business strategy?

Process, Improvements and Visibility
• What is the process to manage governance, risk & compliance today?
• What kinds of improvements are required and being contemplated?
• What ‘distinctive competence’ can be gained by optimizing compliance in the organization?
• How will a compliance program help the organization improve business performance?
• How will a compliance program gain visibility into risks across business units and IT?

Governance, Team and Collaboration
• Who are the current executive sponsors for compliance ?
• How are they engaged to work collaboratively on a compliance program?
• What culturally, and organizationally will need to change to meet the vision?
• What kinds of skill sets are required to meet the vision? 
• What other stakeholders could or should be driving the program?
• What do you expect to get out of this program?
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Herding Cats – Getting Everyone Working Together

©2008 OCEG®

contact info@oceg.org for comments, reprints or licensing requests
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Elements of a Compliance Communication Plan

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

ESSENTIAL ELEMENTS OF A
COMMUNICATIONS PLAN

ACCESSIBILITY
Develop each policy and training 
program to be accessible, under-
standable and actionable by 
all groups regardless of education 
level, geography, culture, language, 
ethnic group or disability status.

AUDIENCE
Write the communication and train-
ing plan to meet the unique needs 
of each target group.

INTERNAL STAKEHOLDERS
Collaborate with and enlist the 
support of internal stakeholders 
across the business.

MEASUREMENT
Decide on the metrics that will 
constitute 'success' for each phase 
of the communication process.

RESOURCES
Assign the appropriate people, 
budget and other resources to 
ensure communication goals 
are met.

ALIGNMENT
Align communication and training 
strategies with the corporate culture 
and Code of Conduct. Gain support 
of executives and management.

COMMUNICATION GOALS
Define specific communication 
goals and strategies for 
distribution, certification and train-
ing for each policy.
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What can hinder us or help us

contact Carole S. Switzer, cswitzer@oceg.org for comments, reprints or licensing requests
©2013 OCEG  visit www.oceg.org for other installments in the GRC Illustrated Series

POTENTIAL CHALLENGES

LIMITED
RESOURCES

DISPARATE
REQUIREMENTS

COMPLEX 
GRC DATA

0

0

1
1

1

1

1

0
1

0

0

0

1
1

1

0

0

1

1

0

0

0

0

1

1

0

1

MISALGINED 
EXPECTATIONS

INABILITY TO 
INTEGRATE

MISSED 
DEADLINES

CORPORATE
POLITICS

contact Carole S. Switzer, cswitzer@oceg.org for comments, reprints or licensing requests
©2013 OCEG  visit www.oceg.org for other installments in the GRC Illustrated Series

!Critical 
Success 
Factors
Team 
Leadership alignment and 
the right mix of skills to see 
and analyze the entire situa-
tion

Openness 
Willingness to listen; face 
the facts; don’t shoot mes-
sengers

Enterprise Perspective
Get out of siloed thinking 
to see the big picture

Fact-Driven Analysis
Accurate, relevant informa-
tion that re!ects reality; use 
both quantitative and quali-
tative evidence

Clear & Compelling 
Story 
Numbers will not speak for 
themselves – the numeric 
case must be supported by 
a narrative case
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Key Compliance Messages to Communicate
• ORG is striving to establish a distinctive competence in Trust and Best in Class Compliance & Integrity
• This will enable ORG to treat compliance more proactively and move with agility
• To do this, the compliance group will develop a culture of integrity with a focus on compliance metrics
• As a result, the compliance program will enable integrity through people, process and technology initiatives
• The compliance program is focused on delivering value by aggregating enterprise compliance and correlating core elements
• We are concentrating our technology architecture
• Aligning compliance allows us to work more strategically across our stakeholders groups

What it is 
and Why 

What This 
Means to 
Our 
Stakeholder 
Community

• Our key Compliance Focus Areas allow us to evolve from identification, through analytics to intelligence:
• #1 We will leverage Working Groups in policy, risk and privacy through an Active Governance model
• #2 We will focus on Enterprise Analytics to develop a common compliance ontology
• #3 We will  focus on Obligation and Control Management to ensure best-practice compliance is implemented
• #4 We will  focus on integrated Reporting and Information through active dashboards for stakeholders
• #5 We will  build a strong technology foundation to integrate compliance , policy and controls

• This is a collaborative process between Stakeholders and the compliance team, focused on value-based initiatives
• Together we analyze each process to determine  where it can be best aligned and integrated with compliance themes
• Together we will create more relevant compliance value equations. product alignment and integrations 

• Working group participation to define compliance ontology and end-end process to integrate findings, risk & remediation 
• 20xx Transition to a People, Process and Technology  Program with more evolution to Analytics in 20xx
• Opportunities to integrate new processes into the Technology Platform through structured Process Analysis
• Participation in a value-based, quantitative prioritization model
• On demand training as improvements to processes and systems go live
• Monthly Portfolio Report, Success Stories and updates on the compliance program and Working Group initiatives

What this 
Means to You

What to 
Expect
Going
Forward
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Taking the first steps
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contact Carole S. Switzer, cswitzer@oceg.org for comments, reprints or licensing requests
©2013 OCEG  visit www.oceg.org for other installments in the GRC Illustrated Series

HIGH
COSTS

WASTED
RESOURCES

VULNERABILITY

SLIPPING THROUGH 
THE CRACKS

COMPLEXITY

FRAGMENTATION

UNNECESSARY COMPLEXITY
AND INFLEXIBLE

We need a single 
version of the truth!

We have some serious 
overlap between systems. 

What about all of these processes 
that are so prone to error and 

GRC

IT

“As-Is” Situation
Inventory existing processes and the technology that supports these processes:  

  • What do we already have in place? 

  • Who owns and maintains these systems? 

  • Who operates them?

  • What do they really do? 

Then we explore how this is being done today
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Next, we design the desired state we want to achieve

contact Carole S. Switzer, cswitzer@oceg.org for comments, reprints or licensing requests
©2013 OCEG  visit www.oceg.org for other installments in the GRC Illustrated Series

GRC Management

GRC Data
Integration GRC ArchitectureGRC

Intelligence

Now that we have rationalized 
our GRC architecture, I see 
several old components that 
we can get rid of.

GRC needs are now embedded into 
core business processes and enabled  
by enterprise systems.  We've made it  
is easier for people stay aligned 
with our policies and values.

This will give me good visibility 
into the information, processes, 
controls and evidence that I need 
to effectively govern, manage risk 
and ensure compliance.

IT
GRC GRC

Controls

“To-Be” Vision
Define, enhance, evolve an enterprise architecture that supports GRC needs. Leverage existing technology 
investments where possible and look for ways to consolidate technology to serve multiple GRC areas.
Integrate technology into core business processes to serve GRC needs. 
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9 Steps to a Compliance Management Strategy

• Understanding Compliance Trends driving strategy, evolution, adopting the right vision
• Defining Compliance Program mission, goals, supporting strategies based on business priorities, regulatory 

requirements
• Building a practical stakeholder analysis of key needs

1) Compliance Program Vision, Mission and Goals

• Assessing key Compliance process maturity of against the desired future state
• Conducting a Gap analysis on initiatives required to get to the desired target state
• Rationalizing Maturity goals and Initiatives into Stages 

2) Compliance Maturity Modeling

• Understanding Compliance Governance needs
• Building accountability frameworks for making decisions on risk
• Implementing Active Governance, by engaging key stakeholders 

3) Compliance Governance Model 
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9 Steps to a Compliance Management Strategy

• Building a Compliance Capability Framework with components for governance, communications and 
awareness, policy, processes, controls framework, including the technology platform, solutions and eco-system

• Defining Common Libraries, Hierarchy, Methods, Calculations, Metrics
• Meeting Challenges in a Shared Enterprise Model (Business Unit Definition, Identities, Infrastructure Elements)
• Balancing Common and Federated Processes for Compliance Identification, Analysis and Remediation 

Management Process 
• Challenges in a Federated Compliance platform as Single System of Record and Single Version of the Truth

4) Compliance Framework Model and Ontology

• Ranking and Prioritizing GRC processes with common criteria
• Solutioning with GRC Apps
• Integrating Content – Enabling GRC Intelligence 

5) Compliance Process and Technology – Defining and Prioritizing

• Defining the Compliance Technology Eco-system, in the context of  a global, virtual, mobile eco-system
• Integrating IT and security systems for continuous controls monitoring
• Meeting Compliance Challenges in the Hybrid Cloud environment
• Addressing Special Technical and Application Considerations for Large scale deployments

6) Compliance Technology Eco-system and Architecture
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9 Steps to a Compliance Management Strategy

• GRC Program Team Structure, Roles and Responsibilities
• Implementation method and Integrating Compliance deployments in the SDLC
• Initiating New Projects and onboarding new stakeholders

7) Compliance Support Team and Deployment Model

• Developing a Multi-year Plan with the right gating factors and decision criteria
• Developing a 12 month Action Plan: project dependencies, charters, critical milestones
• Meeting Delivery Challenges and Ensuring an ongoing Architecture Review Process

8) Compliance Multi-Year Roadmap

• Communications & Change Management to ensure the right level of program visibility
• Preparing for Organizational Change and Adapting to Changing Requirements
• Continuous Improvement Program with Special Interest Groups 

9 ) Communications, Change and Continuous Improvement



64© 2016, all rights reserved, www.GRC2020.com

1. Aware

ü Have a finger on 
the pulse of 
business

ü Watch for change 
in internal & 
external 
environment

ü Turn data into 
information that 
can be, and is, 
analyzed

ü Share information 
in every relevant 
direction

2. Aligned

ü Support and 
inform business 
objectives

ü Continuously align 
objectives and 
operations to risk 
of the entity

ü Give strategic 
consideration to 
information from 
risk management 
enabling 
appropriate 
change

Maturing Compliance Culture Through 360° Contextual Intelligence Delivers . . . 

3. Responsive

ü You can’t react to 
something you 
don’t sense

ü Gain greater 
awareness and 
understanding of 
information that 
drives decisions 
and actions

ü Improve 
transparency, but 
also quickly cut 
through the 
morass of data to 
what you need to 
know to make the 
right decisions

4. Agile

ü More than fast, 
nimble

ü Being fast isn’t 
helpful if you are 
headed in the 
wrong direction. 

ü Risk management 
enables decisions 
and actions that 
are quick, 
coordinated and 
well thought out.

ü Agility allows an 
entity to use risk 
to its advantage, 
grasp strategic 
opportunities and 
be confident in its 
ability to stay on 
course.

5. Resilient

ü Be able to bounce 
back quickly from 
changes in 
context and 
threats with 
limited business 
impact 

ü Have sufficient 
tolerances to 
allow for some 
missteps 

ü Have confidence 
necessary to 
rapidly adapt and 
respond to 
opportunities

6. Lean

ü Build the muscle, 
trim the fat

ü Get rid of expense 
from unnecessary 
duplication, 
redundancy and 
misallocation of 
resources within 
the risk 
management

ü Lean the 
organization 
overall with 
enhanced 
capability and 
related decisions 
about application 
of resources
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CECO Strengths

S
Strengths

q Enabler & leader, that strives to enable the organization to reliably achieve objectives while addressing 
uncertainty and act with integrity.

q Evangelist & visionary, that provides leadership, direction and insight for creating and protecting organization 
integrity, ethics, and values as well as maintain compliance with laws, regulations, policies, and procedures.

q Energetic & engaging, with good communication skills that builds interest in better approaches to 
compliance management, ethics, and values throughout the organization.

q Agile & versatile, that brings broad experience in compliance, ethics, regulatory issues, and corporate values 
and how they impact other business disciplines and roles.

q Dedicated & driven, a passionate goal-oriented problem-solver that moves the enterprise forward through 
strong execution of finding and fixing compliance and ethical problems while enabling the business to 
execute on strategy in a principled manner.

q Collaborator & facilitator, of compliance and ethics across a range of compliance functions scattered across 
the business and operations that acts as a partner with peers in the organization, adept at leveraging best 
practices and initiatives across operating units.
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CECO Weaknesses

W
Weaknesses

q Limited technical acumen, most compliance roles have grown out of legal that has often been more 
comfortable with documents and paper with limited understanding of how technology.

q Manual processes and myopic technology, related to the limited technical acumen, this overwhelms the 
compliance officer and function with documents and manual processes that takes time to reconcile and 
report.

q Project management skills are needed, compliance and ethics management has become a complex and 
intricate set of projects, tasks, and reports that requires compliance management to have an integrated view 
into compliance deadlines, resources, reports, and activities. 

q Federated facilitation experience, while the CECO role is the figure head of compliance, this role often has a 
limited view into the expanse of compliance across departments. 

q Moving beyond checklists, the compliance function has a tendency to focus on corporate compliance 
checklists to find and resolve compliance issues, and now is being challenged to understand compliance risk 
and take on ethics, values, social responsibility, and become a champion for corporate culture.

q Stigma of the corporate cop, the compliance role has historically been seen as a corporate cop rather than a 
strategic and operationally influential champion of organization integrity.

q Fire fighting and reactive approaches to compliance, where resources are consumed in investigations and 
putting out compliance fires which leaves little to no resources for proactive planning of compliance and 
ethics. 
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CECO Opportunities

O
Opportunities

q Focus on integrity, in which the the compliance and ethics function continually assesses regulatory, ethical, 
and social responsibility trends to develop a full understanding of mandatory and voluntary obligations and 
requirements for compliance that align with the organizations values.

q Federated Governance, Risk Management & Compliance (GRC) focus in which the CECO is part of an 
executive strategy to enable an organization “to reliably achieve objectives [GOVERNANCE], while addressing 
uncertainty [RISK MANAGEMENT], and act with integrity [COMPLIANCE].”

q Leverage an integrated information and technology architecture to manage the range of compliance 
projects, tasks, assessments, exams/audits, investigations, policies, and training. So the organization has 
360° contextual intelligence on compliance.

q Enable the organization to be a Principled Performer to pursue competitive advantages with superior GRC 
capability aligned with compliance and ethics that is kept current and managed in a dynamic business, risk, 
and regulatory environment.

q Improve compliance reporting to senior management and the board by integrating compliance metrics, 
information into existing reporting processes and forms to assist in their fiduciary obligations of oversight of 
compliance.

q Build superior shareholder relations and broader stakeholder communications around ethics, values, and 
compliance activities.
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CECO Threats

T
Threats

q Third party risk and compliance in which vendors, suppliers, outsourcers expose the organization to issues 
of fraud, corruption, social responsibility, and compliance violations across extended business relationships.

q Keeping a changing organization in sync with changing compliance requirements, the volume of change 
impacting compliance is staggering. Keeping a dynamic business compliant with ever changing laws, 
regulations, and enforcement actions is a huge issue for most organizations.

q Lack of competitive edge as competitors with more agile, effective, and efficient compliance programs 
outpace the organization in the market as it is encumbered with slow processes and reactive approaches. 
This stems from:

Ø Failure to implement adequate compliance and ethics infrastructure and architecture to monitor, 
mitigate, and respond to compliance and conduct risk of unethical conduct. 

Ø Inadequate integrated GRC technology infrastructure, which reduces the quality and flow of 
information.

Ø Siloed processes and systems causing delayed reporting and inconsistent quality and reliability of risk 
information.

Ø Document centric approaches handicap compliance reporting and relative value to the rest of the 
organization.

q Culture reinforcing compliance communication after an event or incident occurs, rather than proactively 
identifying potential problems before the occur.
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GRC 20/20‘S Compliance to Ethics/Integrity Maturity Model

AD HOC

Existing compliance 
processes are in a state of 
disorganization

Oral tradition takes 
precedence over process

Roles and responsibilities 
not defined

No methodology

Technology is scattered.

1
FIRE FIGHTING
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GRC 20/20‘S Compliance to Ethics/Integrity Maturity Model

AD HOC

Existing compliance 
processes are in a state of 
disorganization

Oral tradition takes 
precedence over process

Roles and responsibilities 
not defined

No methodology

Technology is scattered.

1 FRAGMENTED

Compliance is managed in 
manual disconnected 
processes within 
departments

Little understanding of 
effectiveness of 
compliance

Compliance is inconsistent 
across departments

No standardized 
methodology

Technology is scattered

2

FIRE FIGHTING

SCATTERED
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GRC 20/20‘S Compliance to Ethics/Integrity Maturity Model

AD HOC

Existing compliance 
processes are in a state of 
disorganization

Oral tradition takes 
precedence over process

Roles and responsibilities 
not defined

No methodology

Technology is scattered.

1 FRAGMENTED

Compliance is managed in 
manual disconnected 
processes within 
departments

Little understanding of 
effectiveness of 
compliance

Compliance is inconsistent 
across departments

No standardized 
methodology

Technology is scattered

DEFINED

Compliance is focused on 
prescriptive checklists and 
requirements

Compliance is managed 
well at a department level

Processes are consistent 
at department level

Standardized 
methodology at 
department level

Technology is leveraged 
to provide consistency in 
compliance

2
3

FIRE FIGHTING

SCATTERED

STRUCTURED



72© 2016, all rights reserved, www.GRC2020.com

GRC 20/20‘S Compliance to Ethics/Integrity Maturity Model

AD HOC

Existing compliance 
processes are in a state of 
disorganization

Oral tradition takes 
precedence over process

Roles and responsibilities 
not defined

No methodology

Technology is scattered.

1 FRAGMENTED

Compliance is managed in 
manual disconnected 
processes within 
departments

Little understanding of 
effectiveness of 
compliance

Compliance is inconsistent 
across departments

No standardized 
methodology

Technology is scattered

DEFINED

Compliance is focused on 
prescriptive checklists and 
requirements

Compliance is managed 
well at a department level

Processes are consistent 
at department level

Standardized 
methodology at 
department level

Technology is leveraged 
to provide consistency in 
compliance

INTEGRATED

Federated compliance 
program that spans the 
organization and 
departments of 
compliance

Focus is still on 
prescritipvie 

Silos of compliance are 
broken down

Cross-department 
methodology, style, 
template and process

Use of technology across 
departments

2
3

4

FIRE FIGHTING

SCATTERED

STRUCTURED

FEDERATED
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GRC 20/20‘S Compliance to Ethics/Integrity Maturity Model

AD HOC

Existing compliance 
processes are in a state of 
disorganization

Oral tradition takes 
precedence over process

Roles and responsibilities 
not defined

No methodology

Technology is scattered.

1 FRAGMENTED

Compliance is managed in 
manual disconnected 
processes within 
departments

Little understanding of 
effectiveness of 
compliance

Compliance is inconsistent 
across departments

No standardized 
methodology

Technology is scattered

DEFINED

Compliance is focused on 
prescriptive checklists and 
requirements

Compliance is managed 
well at a department level

Processes are consistent 
at department level

Standardized 
methodology at 
department level

Technology is leveraged 
to provide consistency in 
compliance

INTEGRATED

Federated compliance 
program that spans the 
organization and 
departments of 
compliance

Focus is still on 
prescritipvie 

Silos of compliance are 
broken down

Cross-department 
methodology, style, 
template and process

Use of technology across 
departments

AGILE

Federated compliance 
moves to focus on ethics, 
integrity, principles, and 
outcomes over 
prescriptive checklists

Centralized compliance & 
ethics management for 
entire organization

Integrated technology and 
information environment

Ties into corporate social 
responsility programs

Integrated information with 
other GRC areas

Accountability monitored

2
3

4
5

FIRE FIGHTING

SCATTERED

STRUCTURED

FEDERATED

INTEGRITY
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Workshop Activity
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Titelmasterformat durch Klicken bearbeiten

1) Compliance Management by Design
Why Compliance Management Matters

2) Compliance Governance
Blueprint for Effective Compliance Management

3) Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change

4) Compliance Management Architecture
Enabling Information & Technology Management for Compliance 
Management

Our Agenda . . .
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Titelmasterformat durch Klicken bearbeiten

Learning Objectives . . . 
q Compliance obligation identification

q Ongoing compliance and business context monitoring

q Compliance communications & attestations

q Compliance monitoring & assessment

q Compliance forms & approvals

q Compliance metrics & reporting

q Compliance evaluation, benchmarking & assurance

q Workshop Project & Discussion

PART 3
Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change
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Measure the Design as Well as Operational Effectiveness of Policies

§ An organization begins with understanding if 
the policy system is effectively designed. 

§ To determine this, an organization 
documents policies and processes.  

§ Ultimately, the organization must judge if all 
of these policies, processes, and the system 
as a whole are designed such that it will 
satisfy stakeholders and regulators while 
managing risk, requirements, and 
obligations. 

Design Effectiveness
§ On the other hand, an effectively operating 

policy system is one that considers how 
policy is being managed within business and 
its impact on the business.  

§ The organization should determine if the 
system actually operates as designed, and is 
that system supporting the needs of a 
dynamic business in a way that increases 
business agility while minimizing use of 
financial and human capital resources.  

Operating Effectiveness
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Frameworks
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COSO & the Three Lines of Defense

Source: COSO
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Policies and the Three Lines of Defense

The line of business from operational management down to the 
front line employees need to be aware of, understand, and apply 
policies to their business context. Policies are only effective if 
they are accessible and followed at all levels of the organization.

POLICY PROCESS

These policies need to be 
current with change in the 
business and risks . . .

POLICY PORTAL

REVIEW
DOCUMENTS >

ACTIONS
LOG >

TRAINING >POLICIES > COMPLIANCE >

1st Line of Defense – The Business

2nd Line of Defense – Back Office of GRC

3rd Line of Defense – Audit/Assurance

Back office GRC functions are tasked with keeping policies 
current and relevant to the business in context of changes in the 
business, risk, and regulatory environments. Policies need to be 
appropriately written and effectively managed and monitored 
throughout the business.

Audit provides assurance to executives and stakeholders that 
policies are appropriately managed and kept current by the 2nd 
line of defense, and that they are clearly understood and 
followed by the 1st line of defense. 

Here is the policy 
I was looking for.

This policy aligns with the 
changes in business 
strategy and regulation.

The line of business from operational management down to the 
front line employees need to be aware of, understand, and apply 
policies to their business context. Policies are only effective if 
they are accessible and followed at all levels of the organization.

POLICY PROCESS

These policies need to be 
current with change in the 
business and risks . . .

POLICY PORTAL

REVIEW
DOCUMENTS >

ACTIONS
LOG >

TRAINING >POLICIES > COMPLIANCE >

1st Line of Defense – The Business

2nd Line of Defense – Back Office of GRC

3rd Line of Defense – Audit/Assurance

Back office GRC functions are tasked with keeping policies 
current and relevant to the business in context of changes in the 
business, risk, and regulatory environments. Policies need to be 
appropriately written and effectively managed and monitored 
throughout the business.

Audit provides assurance to executives and stakeholders that 
policies are appropriately managed and kept current by the 2nd 
line of defense, and that they are clearly understood and 
followed by the 1st line of defense. 

Here is the policy 
I was looking for.

This policy aligns with the 
changes in business 
strategy and regulation.

The line of business from operational management down to the 
front line employees need to be aware of, understand, and apply 
policies to their business context. Policies are only effective if 
they are accessible and followed at all levels of the organization.

POLICY PROCESS

These policies need to be 
current with change in the 
business and risks . . .

POLICY PORTAL

REVIEW
DOCUMENTS >

ACTIONS
LOG >

TRAINING >POLICIES > COMPLIANCE >

1st Line of Defense – The Business

2nd Line of Defense – Back Office of GRC

3rd Line of Defense – Audit/Assurance

Back office GRC functions are tasked with keeping policies 
current and relevant to the business in context of changes in the 
business, risk, and regulatory environments. Policies need to be 
appropriately written and effectively managed and monitored 
throughout the business.

Audit provides assurance to executives and stakeholders that 
policies are appropriately managed and kept current by the 2nd 
line of defense, and that they are clearly understood and 
followed by the 1st line of defense. 

Here is the policy 
I was looking for.

This policy aligns with the 
changes in business 
strategy and regulation.
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GRC Capability Model v3.0: Iterative Cycles of Change & Improvement

What – has to be done?
Who – is going to do it?
Why – does he/she do it?
How – will it be done?
When – will it be done?
Where – will it be done?
Why – is it done like this? 

KAI
“CHANGE”

ZEN
“GOOD”
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ISO 19600: Compliance Management System
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ISO 31000: Adapted for ISO 19600 for Compliance Risk Management
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Oversight, 
Accountability & 

Resources

Standards & 
Controls

Effective Training 
& Communication

Evaluation, 
Monitoring & 

Auditing

Enforcement, 
Discipline & 
Incentives

Due Care in 
Delegating 
Authorities

Response & 
Continuous 

Improvement

USSC Organizational Sentencing Guidelines: 7 Elements of Effective Compliance

Compliance Risk 
Assessment
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Aligning Compliance to Principled Performance

ASSESSMENT

IMPACT

LI
KE

LI
H

O
O

D

IDENTIFIED POLICIES

PRINCIPLED PERFORMANCE

PLAN

MISSION

VISION

VALUES

POLICIES ROLES

We strive to 
reliably achieve 
our objectives 
while addressing 
uncertainty and 
acting with 
integrity.

INTERNAL EXTERNAL

CAPABILITIES

OBJECTIVES OPPORTUNITIES

THREATS EXPOSURE

OBLIGATIONS
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Compliance Management

Compliance Management Framework

Governance Risk Assessments Policies and 
Procedures

Monitoring & 
Control Testing

Change 
Management

Regulatory 
Engagements

Issues 
Management

Training

• Identification of 
applicable laws and 
regulations

• Establishing 
Compliance Library

• Mapping to 
applicable LOBs and 
other elements

• Defining Roles and 
Responsibilities

• Establishing common 
risk taxonomy

• Methodology for 
ranking and scoring 
risks

• Scoping and 
Scheduling Risk 
Assessments

• Align with other 
elements in  the 
compliance program 

• Develop compliance 
policies and create 
control 
documentation

• Mapping of policies 
to applicable 
compliance areas

• Communicating 
policies to business 
users

• Managing exceptions 
raised

• Scoping and 
Scheduling co troll 
testing  assessments

• Perform control tests 
based on pre-defined 
questionnaires

• Control testing based 
on design and 
operational 
effectiveness

• Corrective actions 
and plans

• Aggregating 
regulatory updates 
from various sources

• Routing the 
regulatory updates to 
relevant stakeholders

• Conducting impact 
analysis on 
organization

• Create tasks to 
manage regulatory 
change

• Maintain an inventory 
of planned regulatory 
examinations

• Establish a process 
to respond to 
regulatory inquiries

• Create and assign 
tasks to users

• Close the 
examination process 
post  submission to 
the regulator

• Logging compliance 
issues

• Routing to concerned 
department and users

• Initiating investigation 
and root cause analysis

• Action planning and task 
management

• Closure of issues

• Create training courses 
and define the relevant 
content

• Create curriculum for 
courses

• Assign courses to 
relevant employees

• Track employee 
progress and results

Compliance Universe Compliance Risk 
Assessments

Policy and Document 
Management

Compliance Reviews 
and testing

Regulatory Change 
Management

Regulatory Engagement 
Management

Issues Management

Training ManagementCase & Incident 
Management

Reports and Dashboards

Plan Act Monitor Review

Re
sp

on
sib

ilit
ies

 an
d 
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sk

s
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m
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Employee Engagement Gets the Message Across

©2010 OCEG®

contact info@oceg.org for comments, reprints or licensing requests

COMMON DIALOGUE

The policies and procedures align 
with my job and are written in a language 
I can understand. Consistently used 
terms, formatting, and the level of detail 
help me produce the expected results.
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Filtering Changes to Identify Synergies and Change Needed

Determine 
relationships2

Understand 
organization, 
regulatory, and risk 
change impacting 
policies

1

Identify compliance changes3
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Elements of a Regulatory Change Management Process

Regulatory
Taxonomy

Regulatory
Content 

Technology 
Enablement
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Regulatory Change Management Process
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Manage Regulatory Change Process

CLOSEDImpact 
Assessments

Regulatory 
Content Sourcing

Auto-Assigned to 
pre-defined

subject matter 
expert (SME) with 

full context
of change

None or
Limited

News and 
Circulars

Comment
Letters

Regulatory 
Guidance

Amended
Regulations

New
Regulations

Feedback 
Statements

Enforcement
Actions

Action Plan

Product Offering 
Review

Regulatory
Research

Business 
Impact

Executive 
Briefing

Change Policies 
and Procedures

Assign tasks

Ongoing regulatory change m
anagem

ent 
project tracking

§ Line of business impact
§ Regulatory reporting change
§ Product or process impact
§ Policy and procedure revision required
§ Control modification
§ Training revisions

Integrated Regulatory Content Regulatory Change Management Process

No

Yes

Task completed?Triage assessment 
and manual 

assignment for 
changes without 

context

Regulatory Change M
anagem

ent

Speeches
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Keys to Success to Manage Change and Policies

Identify content sources to keep current 
on regulatory change

Develop a regulatory obligation taxonomy 
that establishes the categories 
of change that impact the organization

Assign subject matter experts (SME) to each 
category of the taxonomy who are responsi-
ble to track changes and their impact on the 
organization

Map risks, policies, procedures, reporting, 
assessments, training, and other GRC items  
to the taxonomy so that when a change is 
identi!ed the SME knows what to evaluate

Use technology to route changes to 
the SME and track accountability and 
follow-through

Implement a standard business impact anal-
ysis process to determine the degree a 
change impacts the organization

Integrate the change monitoring process 
and technology with policy management 
and enterprise GRC process and 
technology to integrated "ow of 
information and analysis and ensure 
that nothing slips through the cracks

Keys to Success

Identify content sources to keep current 
on regulatory change

Develop a regulatory obligation taxonomy 
that establishes the categories 
of change that impact the organization

Assign subject matter experts (SME) to each 
category of the taxonomy who are responsi-
ble to track changes and their impact on the 
organization

Map risks, policies, procedures, reporting, 
assessments, training, and other GRC items  
to the taxonomy so that when a change is 
identi!ed the SME knows what to evaluate

Use technology to route changes to 
the SME and track accountability and 
follow-through

Implement a standard business impact anal-
ysis process to determine the degree a 
change impacts the organization

Integrate the change monitoring process 
and technology with policy management 
and enterprise GRC process and 
technology to integrated "ow of 
information and analysis and ensure 
that nothing slips through the cracks

Keys to Success
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Regulatory Change Management Success Factors
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GRC 20/20’s Effective Policy Management Lifecycle

Determine 
Need

Measure 
& Maintain

Monitor 
& Enforce

Communicate 
& Train

Develop 
& Approve1 2 3 4 5

2

5 3

DISTRIBUTE

DISTRIBUTE AND CERTIFY

DISTRIBUTE, CERTIFY 
AND TRAIN

1

4

Have we identified 
the regulations 
that apply?

Are we making 
changes in our 
business operations?

What risks 
do we face?

How should our 
policies address these?

NO CHANGE
STEP 1

STEP 2

... writing the policy. Use our 
template and get approval.

... making sure it’s distribut-
ed, communicated.

You are 
responsible
for...

Now you own it. 
Keep track of it...

POLICYVIOLATIONS:
0

CHANGES
IN RISK/BUSINESS
OPS

DEVIATION REQUESTS: 2

NUMBER OF 
FAILURES:3 POLICY 

VIOLATIONS:0
EXCEPTIONS 

AND 
DEVIATIONS

I haven’t 
seen any 
violations.

This needs 
to be done 
differently.

NO POLICY POLICY
NEEDED

I certify 
that I have 
read it.
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Issue Reporting & Case Management Process

21 3 4 5

Case Planning & 
Administration

Issue Intake & Triage Remediation & 
Resolution

Investigation Reporting, Analytics & 
Metrics
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Metrics that Matter: Compliance Metrics & Measurement

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

1 DETERMINE NEED

REGULATIONS
What regulatory 
changes and en-
forcement actions 
impact this policy?

LEGISLATION
What legislative 
changes impact this 
policy?

EXTERNAL RISK
What socioeconom-
ic, political, and 
industry changes 
impact this policy?

BUSINESS CHANGE
What changes to the 
business such as merg-
ers/acquisitions, strategy 
and operations impact 
this policy?

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

3 COMMUNICATE & TRAIN

TRAINING
Have employees 
successfully com-
pleted 
required training 
programs related to 
this policy?

ATTESTATION
Have employees 
acknowledged 
and attested that 
they will follow 
the policy?

DELIVERY
Is the policy com-
municated 
in the right formats 
and languages 
to best reach the 
target audience?

COMMUNICATION
Has the policy 
been veri!ably 
communicated 
to its audience 
in the past year?

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

2 DEVELOP & UPDATE
RISK EXPOSURE
Does the policy miti-
gate risk within ac-
cepted boundaries 
of risk appetite and 
tolerance?

CLARITY
Is the policy orient-
ed appropriately to 
the intended audi-
ence?

APPROVAL
How long has it 
been since this 
policy was last re-
viewed?

AMBIGUITY
Is a lack of under-
standing resulting in 
policy questions or 
non-compliance?

APPROVAL

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

NON-COMPLIANCE
Is the policy being 
complied with? 
How many controls 
are in place to prop-
erly monitor the 
enforcement 
of the policy?

INCIDENTS
How many substan-
tiated policy viola-
tions have occurred 
and why? Are there 
repeat o!enders 
related to these in-
cidents?

ISSUES
How many hotline 
reports have been 
received in relation 
to this policy? What 
are the results 
of surveys and as-
sessments related to 
this policy?

EXCEPTIONS
How many excep-
tions to the policy 
have been docu-
mented and ap-
proved? How long 
has it been since 
these exceptions 
were last reviewed?

4 IMPLEMENT & ENFORCE
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Compliance Risk Analysis: Bowtie Analysis

RISK

CA
U

SE
S

CO
N

SEQ
U

EN
CES

PREVENTION RECOVERY

Pr
ev
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tiv

e 
Co
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ls

De
te

ct
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e 
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nt
ro

ls
Responsive Controls

Detective Controls
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Workshop Activity



99© 2016, all rights reserved, www.GRC2020.com

Titelmasterformat durch Klicken bearbeiten

1) Compliance Management by Design
Why Compliance Management Matters

2) Compliance Governance
Blueprint for Effective Compliance Management

3) Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change

4) Compliance Management Architecture
Enabling Information & Technology Management for Compliance 
Management

Our Agenda . . .
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Titelmasterformat durch Klicken bearbeiten

Learning Objectives . . . 
q Compliance Management Information Architecture: Blueprint for Managing Compliance 

q Content and Related Data

q Types of compliance management information and how it integrates into compliance processes

q Components and requirements for a compliance information architecture

q Compliance Management Technology Architecture: Blueprint for Enabling Compliance Management 
Processes with Technology

q Kinds of compliance management technologies and what best serves the organization

q Capabilities and requirements of compliance management platforms

q Compliance Management Business Case: Articulating the Value of Effective Compliance Management

q Final Discussion & Wrap-Up

PART 4
Compliance Management Architecture
Enabling Information & Technology Management for Compliance Management
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Workshop Activity
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The GRC Market: Technology, Information,& Professional Services

843 technology solution providers that 
offer solutions related to GRC

GRC Technology Solutions

112 providers with 384 
content/intelligence solutions across a 
range of GRC areas

GRC Intelligence & Content Solutions

1,000+ professional service firms 
offering services related to GRC

GRC Professional Services Solutions
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GRC Technology Segment Description

Enterprise GRC Capability to manage an integrated architecture across multiple GRC areas in a structured strategy, process, information and technology architecture.

Audit Management Capability to manage audit planning, staff, documentation, execution/field work, findings, reporting, and analytics..

Automated Control Capability to automate the detection and enforcement of internal controls in business processes, systems, records, transactions, documents, and information.

Business Continuity Management Capability to manage, maintain, and test continuity and disaster plans, and implement these plans expected and unexpected disruptions to all areas of operation. 

Compliance Management Capability to manage an overall compliance program, document and manage change to obligations, assess compliance, remediate non-compliance, and report. 

Environmental Management Capability to document, monitor, assess, analyze, record, and report on environmental activities and compliance.

Health & Safety Management Capability to manage, document, monitor, assess, report, and address incidents related to the health and safety of the workforce and workplace, 

Internal Control Management Capability to manage, define, document, map, monitor, test, assess, and report on internal controls of the organization. 

IT GRC Management Capability to govern IT in context of business objectives and manage IT process,  technology, and information risk and compliance.

Issue Reporting & Management Capability to notify on issues and incidents and manage, document, resolve, and report on the range of complaints, issues, incidents, events, investigations, and cases.

Legal Management Capability to manage, monitor, and report on the organization’s legal operations, processes, matters, risks, and activities.

Physical Security Management Capability to manage risk and losses to individuals and physical assets, facilities, inventory, and other property.. 

Policy & Training Management Capability to mange the development, approval, distribution, communication, forms, maintenance, and records of policies, procedures and related awareness activities.

Quality Management Capability to manage, assess, record, benchmark, and track activity, issues, failures, recalls, and improvement related to product and service quality.

Risk Management Capability to identify, assess, measure, treat, manage, monitor, and report on risks to objectives, divisions, departments, processes, assets, and projects. 

Strategy & Performance Management Capability to govern, define, and manage strategic, financial, and operational objectives and related performance and risk activities.

Third Party Management Capability to govern, manage, and monitor the array of 3rd party relationships in the enterprise, particularly risk and compliance challenges these relationships bring.

GRC Technology Market Segment Definitions
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Regulatory Intelligence Content Types
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360° Compliance Contextual Analytics & Intelligence Capabilities

Integrated and 
mapped together 
to provide context

Analyzed to 
understand relationships

Action Items

Distributed & Disconnected
Compliance Data Points
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Compliance Information Architecture Provides 360° Contextual Intelligence

Strategic

Financial

Operational

Preventive

Corrective

Detective

Complaint

Investigation

Event

Strategic

Process

Department

Regulatory

Values

Contractual

Code of 
Conduct

Training & Awareness

Policies & Procedures

Owner

Employee

Subject Matter Expert

Controls

Risks

Issues

Roles

Objectives

Policies

Obligations

Organization
Entity

Asset

Process

Central Hub of 
Compliance 
Information
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Compliance Management Architecture

Compliance Obligation Management

Compliance Program Management

Compliance Assessment

Compliance Risk Management

Regulation & Obligation Management

Regulator & Stakeholder Interactions 

Compliance Reporting & Regulatory 
Filing

Issue Reporting & Investigations Management

Hotline & W
histleblower Systems

Event Management

Incident/Investigations Management

Corrective Action/Preventive Action 
(CAPA)

Forensics & Evidence Collection

Complaints Management

Impact & Loss Analytics

Policy & Training 
Management

Policy Management 

Training Management

Forms & Disclosure Management

Third Party 
Management

Third Party Risk & Compliance 
Management

Third Party Screening Solutions
Components of a Compliance Management Platform
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Relationship of Compliance Management Capabilities & Technology
Effective Compliance Management Related GRC Technology Capabilities

Commitment from Senior Management Dashboards & Reporting

Code of Conduct, Policies & Procedures Policy Management

Oversight, Autonomy & Resources Workflow, Task Management & Analytics

Risk Assessment Risk Management

Training & Continuing Advice / Reminders Training Management

Incentives & Disciplinary Measures Gamification

Third Party Due Diligence Third Party Management

Issue Reporting & ManagementConfidentially Reporting & Internal Investigations

Compliance Assessment & ManagementContinuous Improvement: Periodic Testing & Review

Compliance Assessment & ManagementMergers & Acquisitions: Due Diligence & Integration

Continuous Control MonitoringBooks & Records / Accounting Controls

Forms Management & Approval WorkflowGifts &Entertainment / Facilitated Payment Requests
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Ensure your company satisfies regulatory 
requirements and demonstrates ethical behavior 
by clearly documenting policy attestations, 
training completions and investigations.

One user interface via single-sign on for 
hotline/case, disclosures, training, policy and 
third party risk, and reduce reporting time with 
pre-built dashboards to visualize and analyze 
compliance data with HR, procurement and 
travel data.

Update business processes such as policy 
attestation, training, procurement and employee 
communication to operationalize ethics and 
values. Analyze helpline issues and campaigns 
to identify and close gaps.

Easy-to-use multi-channel intake methods via 
hotline (phone), web, text (SMS), proxy and 
disclosures allows for accessible ways for 
employees to report workplace issues ensuring 
the employee voice is heard.

Increase employee engagement through 
helpline responsiveness and surface risks 
through centrally managed disclosures. Gaining 
employee trust mean issues are reported 
internally and not to external media.

1. Regulatory Compliance and 
Defensibility

2. Manage Your Complete 
Program with One Platform

3. Align Corporate Goals with 
Ethics and Values 

4. Frictionless Employee 
Engagement

5. Business-Related 
Information

5 Value Priorities Orgs Wish to Achieve With Compliance Technology
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Top 5 Critical Capabilities in an Integrated Compliance & Ethics Platform

Standard reporting that shows 
number of reported issues by 
type and region, tracks policy 
attestations and online 
training completions, and 
shows disclosures up for 
review. The capability to 
export data for analysis in 
spreadsheets or business 
intelligence (BI) software.

Distribute online training 
courses and track course 
completions, allow use of any 
standard training content (in-
house or externally sourced) 
without depending on any one 
vendor.

Multilingual, global and 24x7 
incident reporting via 
anonymous phone, text, web 
or proxy that allows 
investigators to manage 
simple or complex cases with 
multiple allegations and 
parties within the same case.

Distribute conflict of interest 
and gifts, travel and 
entertainment disclosure 
questionnaires for review, 
approval or conditional 
approval. Allow employee 
self-service and disclosure 
updates, and track all Yes and 
No answers for proactive risk 
management.

Distribute policies and track 
attestations with the option of 
targeting specific employee 
groups based on HR 
attributes, archiving older 
policy versions automatically, 
and quick search and retrieval 
of attested policies by 
employee.

Compliance & 
Ethics Platform

3. Learning 
Management

5. Disclosure 
Management

4. Helpline & Case 
Management1. Reporting 2. Policy 

Management
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Top 6 Features Desired in Compliance & Ethics Software

21 3 4 5 6

Dashboards & 
Benchmarking

Use pre-built dashboards to automate 
board reporting without spreadsheets, 
visualize problem areas and drill 
down for root cause analysis. 
Correlate ethics and compliance data 
with external data. Leverage 
benchmarking to compare your 
program performance with industry 
peers visually and in real-time.

Root Cause Analysis 

Relate issue types and people's 
involvement in a case to behavioral 
and environmental influences that 
contributed to misconduct. Identify 
underlying ethics and compliance 
problem areas requiring attention.

Employee Scorecard

See a comprehensive view of an 
employee ethics and compliance 
activity and history complete with 
policy attestations, course 
completions, employee track record 
and involvement in cases, and 
complete summary of disclosures.

Mobile

Complete policy attestations, 
disclosure questionnaires, and online 
training through a mobile app or text 
messaging. Allow employees to report 
incidents through mobile text 
messaging with investigator follow-up. 
View a graphical reporting snapshot of 
ethics and compliance program status 
on your phone.

Automated Reminders & 
Escalations 

Reduce administrative overhead 
with automatic reminders for 
employees to complete their action 
items; messages are customized 
and can vary based on whether 
reminder is past due. Create 
workflows that route escalations for 
particular issue types to specific 
personnel.

Investigator Message 
Boards 

Message board feature facilitates 
dialog with reporting parties, even 
when anonymous. Reporting parties 
can subscribe to email notifications to 
see ongoing updates and answer 
questions anonymously.
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Central Hub of Compliance Information

PROVIDE

COMMUNICATION
E!ective communication greases the wheels of 
any initiative by ensuring that everyone knows 
what’s happening, why, and where they fit. 

CCO

The  RIGHT PEOPLE with
the RIGHT ACCESS to

the  RIGHT INFO at
 the  RIGHT TIME

INTERNAL
AUDIT

EXTERNAL
EXPERTS

GOVERNMENT

CCO

HOTLINE / HELPLINE
Are there 
any red flags?

Are things going 
according to plan?

What’s changed? 

What’s on 
the horizon? 

What do 
we need to 
focus on? 

I can help you 
assess the program. We can 

help too! 

What do I 
need to do? 

Why change 
something that’s 
working? 

How does it 
impact me? 

Where
do I fit? What if I have 

(or see) 
a problem?
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Compliance Technology Provides Automation and Tracking

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

•  Policy implementation and/or enforcement is 
not always possible.  Exceptions can happen 
when the organization cannot comply with a 
policy, when the policy is too subjective, or 
requires excessive clarification.

•  Organizations need processes to authorize, 
track, monitor and review exceptions.

•  Those who authorize exceptions must have 
sufficient authority.  Limits should be set so 
exceptions are regularly reviewed and not 
granted for extended or unreasonable time 
periods. 

MANAGING EXCEPTIONS

•  Exceptions must be documented and 
available to auditors and regulators upon 
request.  Organizations that demonstrate 
clear procedures for policy exception 
management are also better able to defend 
their policy management processes.

•  Organizations should institute compensating 
controls as part of exception approval until 
policy revisions are made or the organization 
is brought into full compliance.

?

COLLABORATION

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

Archive and History

Every policy and its past revisions must be 
archived for referral at a later time. 
When an organization experiences an in-
cident or is examined by an external audi-
tor or regulator, it is often necessary to 
provide positive evidence of policy com-
pliance. Preserving a full view of the policy 
history and audit trail (including key data 
points such as the owner, who read it, 
who was trained, acceptance acknowl-
edgements and dates for 
speci!c policy versions) will help assert 
an accurate and complete policy control 
environment is operating e"ectively.

AUDIT TRAIL

contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Anti-Corruption Illustrated Series

4 IMPLEMENT & ENFORCE
Even with good communication, policies aren’t always fol-
lowed.  Implement controls that enable enforcement.  
Monitor those controls for e!ectiveness and adherence.  
Document and remediate violations, while considering 
what policy improvements should be made.

NUMBER OF 
FAILURES:3 POLICY VIO-

LATIONS:0
EXCEPTIONS 
AND DEVIA-

TIONS

I haven’t 
seen any 
violations.

This needs 
to be done 
di!erently.

ENFORCEMENT

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series

Policy Maintenance ChecklistMeasure and Re-evaluate

Frequent changes to policies 
should not be necessary in a 
healthy policy environment. 
Active diligence through regu-
lar review cycles will ensure 
policies remain appropriate 
and aligned to organizational 
needs and help minimize un-
necessary exposure and liabili-
ty. Policies found to be out of 
date should be revised or re-
tired.

MANAGEMENT REPORTING

Contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
©2012 OCEG  visit www.oceg.org for other installments in the Policy Management Illustrated Series
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Metrics

Metrics can provide a solid founda-
tion for continuously re!ning the or-
ganizational policy program. The 
right metrics will help ensure policies 
are e"ective at establishing desired 
behaviors e#ciently, and agile 
enough to accommodate the de-
mands of a dynamic and distributed 
business environment. 

WORKFLOW & 
TASKS

contact Carole S. Switzer cswitzer@oceg.org for comments, reprints or licensing requests 
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Integration Visibility Global Reach Availability
Policy communication and training 
technologies need to integrate into 
the larger business environment - 
such as with HR systems to gain 
access to employee lists to prop-
erly target and communicate 
policies.

Policy communication and training 
technologies need to be user 
friendly and intuitive so that users 
of varying degrees of capabilities 
can use the system and under-
stand the policy.

Policy communication and training 
technologies should have the 
proper capabilities to meet the 
language and geographic needs of 
the organization.

Policy communication and training 
technologies need to be accessible 
across the business and often 
business relationships so that 
anyone associated with the organi-
zation can easily access the policy 
and associated training.

THE BENEFIT OF TECHNOLOGY

Technology is the backbone for the implementation 
of the policy, training and communications plan.

0

DATA
TECH THE BENEFITS OF TECHNOLOGY

Repository
Technology enables policy implementation and 
enforcement by creating a repository of all policies, 
procedures, and controls that are cross-referenced 
with one another and not treated as isolated 
documents.

Consistency
Technology creates a consistent environment 
to conduct assessments, track issues of 
non-compliance, and take corrective actions.  
Technology allows organizations to more 
easily and efficiently manage its hundreds to 
thousands of individual documents especially 
during audits and assessments.

Accountability
Technology provides for a complete picture 
and defensible audit trail of the ‘who, what, 
when, where, how and why’ including the 
role and actions of each individual.

Automation
Technology enables the automation of 
workflows and tasks to complete audits and 
assessments related to policy compliance. No 
longer is the organization encumbered by 
unanswered or lost emails or documents 
that are out of sync.
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THE BENEFITS OF TECHNOLOGY

Repository
Technology enables policy implementation and 
enforcement by creating a repository of all policies, 
procedures, and controls that are cross-referenced 
with one another and not treated as isolated 
documents.

Consistency
Technology creates a consistent environment 
to conduct assessments, track issues of 
non-compliance, and take corrective actions.  
Technology allows organizations to more 
easily and efficiently manage its hundreds to 
thousands of individual documents especially 
during audits and assessments.

Accountability
Technology provides for a complete picture 
and defensible audit trail of the ‘who, what, 
when, where, how and why’ including the 
role and actions of each individual.

Automation
Technology enables the automation of 
workflows and tasks to complete audits and 
assessments related to policy compliance. No 
longer is the organization encumbered by 
unanswered or lost emails or documents 
that are out of sync.
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THE BENEFITS OF TECHNOLOGY

Repository
Technology enables policy implementation and 
enforcement by creating a repository of all policies, 
procedures, and controls that are cross-referenced 
with one another and not treated as isolated 
documents.

Consistency
Technology creates a consistent environment 
to conduct assessments, track issues of 
non-compliance, and take corrective actions.  
Technology allows organizations to more 
easily and efficiently manage its hundreds to 
thousands of individual documents especially 
during audits and assessments.

Accountability
Technology provides for a complete picture 
and defensible audit trail of the ‘who, what, 
when, where, how and why’ including the 
role and actions of each individual.

Automation
Technology enables the automation of 
workflows and tasks to complete audits and 
assessments related to policy compliance. No 
longer is the organization encumbered by 
unanswered or lost emails or documents 
that are out of sync.
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Defensible Compliance
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QUALITIES OF DEFENSIBLE AND EFFECTIVE
COMMUNICATION AND TRAINING

The organization needs to have an auditable 
record of the versions and communication 
activities around policies to have an e!ective 
compliance program.

VERSION (DATE, TIME)

It is necessary that individuals have a way to get 
questions answered about policies that remain 
after training and communication.

QUESTIONS

Exceptions to the policy, and training/ communi-
cation plan, are to be documented, approved, 
and periodically evaluated.

EXCEPTIONS

The organization should have a complete record 
of all training and communications of policies so 
they can show what, when, where, why, and how 
communication took place.

TRACKING

To ensure understanding, the organization 
should test comprehension on critical/high-risk 
policies to ensure that they have been properly 
communicated and understood.

TESTING

To defend itself and validate an e!ective 
compliance/policy program the organization 
should be able to have a complete history of 
policy communication and training from the 
past.

ACCESSING PAST RECORDS

Defending the organizatin in legal and regulatory 
actions requires that a 360 degree view of the 
history of the policy, interactions with the policy, 
and all communications be accessible with audit 
trails that are defensible.

DEFENSIBILITY

Policy communication and training are not a one 
time e!ort. To guide behavior and defend the 
organization requires consitent communication 
and training and learning from the results of 
previous e!orts.

REPEATABLE CYCLE

1 32

76

4

5 8

!

VERSION (DATE/TIME)
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Compliance Management

Compliance Management solutions provide the capability to 
manage an overall compliance program, document and manage 
change to obligations, assess compliance, remediate non-
compliance, and report. 
This enables organizations to manage:
§ Compliance management process of projects, staff, 

resources, projects/assessments,  compliance risk, reporting, 
as well as related compliance forms & workflow.

§ Obligation management to document compliance obligations 
(e.g., regulations, contracts, values) and manage change to 
obligations and their impact on the organization.

§ Assess, document, and report on compliance through 
compliance assessments and reporting.

§ Provide a defensible record of compliance of who did what, 
when, how, and why at any given point in time.

§ Integrate with policy and issue management as these 
are core areas of a compliance program.

Solution Area Definition

q Manage overall compliance management program planning, 
staff, projects/assessments, and activities

q Maintain a register of all compliance obligations that is 
mapped to policies, risks, controls, subject matter experts.

q Manage change to obligations as regulations, enforcement 
actions, standards, and related sources change.

q Provide for assessments and evidence of compliance
q Model and manage compliance risk

q Have a defensible audit trail of compliance to demonstrate a 
effective compliance program

q Compliance attestations and regulatory reporting
q Document regulatory and stakeholder interactions
q Manage and process compliance related forms

q Provide regulatory intelligence feeds
q Remediate issues of non-compliance
q Manage compliance exceptions and exemptions

Critical Capabilities
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Basic, Common & Advanced Solutions
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§ Solutions that go beyond 

common features and 
distinguish themselves with a 
varying array of advanced 
capabilities.

Common
§ Solutions with features that are 

commonly found in the market 
across primary competitors in 
the segment.

Basic
§ Solutions that have the basic 

elements needed, but are not 
as feature rich as solutions that 
have a lot of market traction.
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Characteristics: Basic Compliance Management Solutions
Basic compliance management soliutions focus on the workflow, forms, and tasks of compliance management. The value focus is 
on task automation by removing inefficiencies of manual approaches of documents, spreadsheets, and emails and replacing this with 
a solution that can collect information, manage workflow and tasks, and simplify reporting. Content, if provided, is typically in context 
of a single compliance management area (e.g., IT risk, health & safety risk).

What Differentiates Basic, Common & Advanced Solutions?

Capabilities
ü Supports back-end process of compliance management tasks
ü Workflow & task management
ü Compliance questionnaires, surveys, self-assessments & 

reporting
ü Notification
ü Tracking attestations
ü Reporting and tracking  of compliance
ü Audit trail/system of record of compliance management 

related activities

Limitations
Ø Limited content integration, typically in context of one area 

and not across the organization
Ø Focus is rather narrow in addressing compliance 

management
Ø Organization typically uses one compliance model
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Characteristics: Common Compliance Management Platforms
Common compliance management platforms have the range of features commonly found in compliance management RFPs 
that span the organization’s compliance management needs. They build upon the foundation of workflow, tasks, assessments, and
forms with features to provide greater integration with other systems, and have better content integration.

What Differentiates Basic, Common & Advanced Solutions?

Capabilities
ü Has workflow, task, assessment, and content capabilities of 

Basic solutions
ü Ability to manage the entire compliance management process 
ü Ability to map and show interrelationships
ü Basic normalization and aggregation capabilities
ü Ability to model compliance risk in more analysis techniques 

than heatmaps and stoplight diagrams
ü Mapping compliance to controls, to issues/incidents, etc.

Limitations
Ø Compliance third-party content and intelligence sources is still 

often limited in scope
Ø More advanced normalization and aggregation capabilities are 

lacking
Ø Compliance visualizaiton capabilities are weak
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What Differentiates Basic, Common & Advanced Solutions?

Characteristics: Advanced Compliance Management Platforms
Advanced compliance management platforms are Common Platforms that have distinguished themselves from competitors by 
offering advanced capabilities in different areas.  Areas of Advanced Capabilities (note, a solution might have one or more of these) 
include:
ü Enterprise Architecture & Business Process Modeling. Ability to visually layout business processes in a compliance context and for 

compliance documentation.
ü Compliance Mobility. Mobile architecture capabilities that easily extends compliance applications and interfaces to mobile devices 

for doing assessements, communicating policies, reporting issues & incidents, tracking attestations, and more.
ü Compliance Content & Intelligence. An array of compliance content and intelligence offerings integrated as part of the platform
ü Easy to Configure & Extend. The solution is highly extensible and can be built out to support new compliance processes without 

coding, and does not require a high degree of IT expertise. 
ü Normalization & Aggregation. The solution supports advanced capabilities to normalize and aggregate compliance risk across the 

environment
ü Robust Analytics & Reporting. The solution has a strong data warehouse architecture and can aggregate and report on a range of 

compliance risk analytics and reporting needs involving data gathering and analysis across disparate systems.
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Usability

Scalability

Analytics

Cost of Ownership

Adaptability

A.I.
Robotic Process 

Automation

Configurability

Integration

Future Proof

Components of Agile Compliance Technology

Feature/Functionality
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Role of Artificial Intelligence

Learns from 
experience

Uses what is 
learned to draw 

conclusions
Identifies 
images

Solves difficult 
problems

Understands 
different 

languages
Creates new 
perspectives
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Artificial Intelligence Impact on GRC & Operational Risk

Q&A 
Systems

Machine 
Translation

Social 
Network 
Analysis

Robotics

Graph 
Analysis

Machine 
Learning

Visualization
Internet 

of 
Things

Speech 
Analysis

Image 
Analysis

Recommendation 
Systems

Natural
Language 
Generation

Natural 
Language 
Processing

Virtual 
Personal 

Assistants

Knowledge 
Representation
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GRC A.I. Use Cases

Semantic Data Analytics

Enables data that is not causally 
related to be linked.

Operational Intelligence

Improves operational processes and 
economic decisions through data 
analysis.

Cognitive Computing

Enables independent data discovery 
and processing by linking AI to 
enterprise IT.

Bots

Computer programs that work 
independently and perform repeated 
tasks either automatically or with 
minimal human intervention.

Social Analytics

Explores and analyzes data from blogs 
and social media websites and derives 
business decisions from them.

Data Lakes 

Store raw data that can be accessed 
when needed and used in big data 
analytics to create a competitive 
advantage.
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Deliver a Unified Company Policy Portal in the Format Needed
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An Engaging User Experience for Policy Management
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Engagement: Bringing Compliance & Ethics to the Front Lines of the Organization
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Collaboration: Providing Collaboration on Compliance & Ethics Across the Organization
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Operationalization: Integrating Compliance & Ethics Across Systems & Processes
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Intelligent: Automation of Compliance & Ethics Processes
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Mobile: Compliance & Ethics Engagement Anywhere, Anytime



131© 2016, all rights reserved, www.GRC2020.com

Key Considerations in Evaluating Enterprise GRC Platforms

Client 
References

Check client 
references. Talk to 

the primary 
reference, but also 

ask to talk to 
someone on their 
team that uses the 
solution every day.

Market 
Presence

Determine if the 
solution provider 

has enough 
market 

momentum or 
differentiating 

technology to be 
in the market for 

the long haul.

GRC 
Strategy

Ensure that the 
solution provider 

shares your 
definition and 

direction for your 
strategy for both 

today and 
tomorrow.

Business 
Value

The solution needs 
to demonstrate a 

clear return of 
value to the 
business in 
efficiency, 

effectiveness, and 
agility.

RFP
Hype

Test drive the 
solution and asked 

the direct 
questions on 

features, 
particularly if the 

features are 
natively in the 

solution or have to 
be built out.

Solution 
Reach

Determine if the 
solution meets 

your industry and 
geographic needs 

to be able to 
support 

operations, 
languages, and 

content.

NOTE: these are just a selection of some common 
elements from GRC 20/20’s RFP template containing 
over 1000 requirements for Enterprise GRC Platforms
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Other Considerations in Enterprise GRC Platforms

Cost
What does the solution cost to acquire? 
Implement? Maintain?

Security
What is the security architecture of the 
platform? How does the solution 
provider resolve security issues in their 
platform?

Ease of Use
Does the solution bring efficiency 
through ease of use and intuitiveness of 
the platform?

Information Architecture
Is the solution readily configurable and 
adaptable to your environment? Does it 
require costly customization, 
programming, or consultants to adapt?

Agility
Does the solution meet not only your 
current needs but also your long term 
strategy for GRC over the next 3 to 5 
years?

Integration
Does the solution allow for the right 
integration points with other analytic, 
control, and Enterprise GRC solutions?

NOTE: these are just a selection of some common 
elements from GRC 20/20’s RFP template containing 
over 1000 requirements for Enterprise GRC Platforms
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Capabilities 
Needed

Project Manager

Develop RFP 
Requirements

Select Solution 
Providers

Evaluate Solutions 
Against Requirements

Compliance Management Platform Selection Process

Gathers and filters 
requirements from key 
stakeholders

Stakeholders & Processes

Solution 1

Solution 3

Solution 2

NOTE: these are just a selection of some common elements 
from GRC 20/20’s RFP template containing over 500 
requirements for Compliance Management Platforms
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GRC 20/20 Value Perspective: 3 Angles of GRC Value

GRC
Value

Agility

Efficiency

Effectiveness

ü Design Effectiveness
ü Operational Effectiveness

ü Agility to Change
ü Responsiveness to Events

ü Financial Capital Savings
ü Human Capital Savings
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Mature Compliance Capabilities Achieve the Following 10 Objectives. . . 

1 Achieve Business Objectives

2 Ensure Risk Aware Setting of Objectives 
and Strategic Planning

3 Enhance Organizational Culture

4 Increase Stakeholder Confidence

5 Prepare & Protect the Organization

6 Prevent, Detect, and Reduce Adversity 
and Weaknesses

7 Motiviate & Inspire Desired Conduct

8 Stay Ahead of the Game

9 Improve Responsiveness & Efficiency

10 Optimize Economic Return & Value
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Careful planning is the key to compliance success

It is critical to 
plan your 

compliance 
journey by 

laying out the 
route ahead of 

time
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Conditioning is critical, make sure your team is ready

Is your 
organization 

prepared for the 
compliance 

journey?
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Select the right equipment for the compliance journey

You don’t just 
throw everything 

in a bag, you 
carefully select 

your compliance 
equipment for the 

task
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Tackle compliance in stages

A good 
compliance 

journey is not 
done with one 

effort but is 
broken down 
into stages

1

2

3

4
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Preparing for the next compliance journey

Once complete 
it is not over, 

you begin 
preparing for 

the next 
compliance 

project



141© 2016, all rights reserved, www.GRC2020.com

Benefits of 360° Contextual Awareness of Compliance

Agile
Compliance

6 1

4 3

25

Aware

Aligned

ResponsiveAgile

Resilient

Efficient
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Sharing of Experience:
What Do You Bring Back to the Office?
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Titelmasterformat durch Klicken bearbeiten

1) Compliance Management by Design
Why Compliance Management Matters

2) Compliance Governance
Blueprint for Effective Compliance Management

3) Compliance Management Lifecycle
Managing Compliance in Context of Business and Regulatory Change

4) Compliance Management Architecture
Enabling Information & Technology Management for Compliance 
Management

Our Agenda . . .
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Two Things to Note . . .

§ Organizations evaluating or considering GRC 
solutions are free to ask GRC 20/20 on our 
understanding and comparison of solutions in 
the market to meet your GRC requirements.

§ Inquiries are single focused questions that 
can be answered in under 30 minutes.

§ Complimentary inquiry is only available to 
organizations evaluating or considering GRC 
solutions for their internal use.

Complimentary Inquiry

§ GRC 20/20 has an extensive library of RFP 
requirements across a range of GRC 
capability areas presented in this 
presentation. 

§ GRC 20/20 can be engaged in RFP 
development and support projects to 
streamline your process, gain perspectives 
learned from other organizations, and to keep 
solution providers honest in their responses.

RFP Development & Support



Questions?
Michael Rasmussen, J.D.
The GRC Pundit & OCEG Fellow
mkras@grc2020.com
+1.888.365.4560

Some of the content we have evaluated is OCEG content which GRC 20/20 has an established relationship to use.  Please do not copy slides 
or graphics without permission.  GRC 20/20 highly recommends you consider OCEG membership at www.OCEG.org.

GRC 20/20 Newsletter
LinkedIn: GRC 20/20

Blog: GRC Pundit

Twitter: GRCPundit

LinkedIn: Michael Rasmussen
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